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The General Data Protection 
Regulation will apply from 25 May 2018 
and will affect all businesses. Here’s our 
overview of the key changes, along with 
details of our other materials to assist 
you in compliance.

The concept of “Personal Data” is being expanded

In addition to the personal data currently caught by the DPA 1998 (names, addresses, phone numbers, 
email addresses etc.) the GDPR makes it clear that personal data now includes online identifiers (e.g. IP 
addresses). 

It will have a wide territorial application

The GDPR will apply to all businesses/entities holding and/or processing personal data belonging to EU 
residents (regardless of where the business is established).

Data Subjects’ Rights are being developed

This includes rights for individuals to access or demand the deletion of the data businesses hold 
about them. Businesses will need to make sure they are able to uphold and comply with these 
rights.

Data Processors’ obligations are being increased

Data Processors (that is, those entities holding or otherwise dealing in any way with personal data but 
which are not controlling the way it is dealt with) will be subject to direct legal obligations. Importantly, 
data controllers are still required to impose certain contractual obligations on processors. 
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Penalties are being increased

Fines of up to €20 million or 4% of global group turnover (whichever is greater) can be imposed for the 
most serious breaches.

Businesses will need to demonstrate compliance

The GDPR includes a focus on privacy by design and accountability. This means being able to show a 
paper trail of compliance (by documenting actions (privacy impact assessments, training records etc.) 
and integrating data protection into the way your organisation works (by policies, procedures, system 
updates etc.).

Any personal data breach (which is a widely defined concept) will need to be notified to the relevant 
authority (which for UK based businesses will usually be the ICO) within 72 hours of becoming aware of 
such breach. Processes and procedures will need to be in place to enable businesses to do this. 

Data breaches will need to be notified
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Compliance with the GDPR may seem like an 
unachievable task, especially where 
resources are limited. To seek to make the 
process more manageable, we have set out 
below some suggested initial first steps to 
compliance.

Review your databases

Carry out a review of the personal data currently held by your business. In respect of 
each set of personal data determine:

• How is it being processed/used?
• Do you have a legal justification for such use (performance of a contract, consent, legitimate

interests etc.)?
• Will this justification still be valid following implementation of the GDPR? See Review your 

consents below.
• How long have you been holding the data and do you still need the data?
• Is the data up to date?

Review your consents

Where the legal basis for processing any data is consent, you will need to check that this 
consent will still be valid following 25 May 2018. Following implementation of the GDPR, 
consent will need to be “freely given, specific, informed and unambiguous” – this generally 
means “opt-in” consent to a specific use.

It may be that consents can be updated prior to this date so you are in a compliant position 
going forward BUT if you are going to do this you will need a legal justification for contacting 
such individuals.
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Clean up your databases

After reviewing your databases, data that is either no longer necessary, not up to date (and 
cannot be updated legally) or for which you do not have a legal justification for using 
should be (securely) deleted. Remember, hoarding lots of unused or unhelpful data is not 
helping your business and may be increasing your risk of a data breach.

Policies, procedures and training

Review your privacy notices and policies, data protection, cyber security and other 
applicable policies to ensure they reflect the required standards moving forward. Train your 
staff to ensure they are aware of the upcoming changes and changes to policies that are 
being implemented. Records of such updates and training should be kept to show 
accountability. 

Technical measures

Review your current IT systems and capabilities to ensure they are fit for purpose from a 
security perspective and enabled to comply with individuals’ rights.  Consider whether 
Cyber Essentials accreditation would benefit your business.

Identify data processors and review contracts

Identify who your data processors are and what contractual documentation you have in 
place with them. Review your contracts to ensure they reflect the new requirements.

Prioritise, plan and don’t panic!

Resources are finite and the authorities understand this. Carry out an analysis of your 
business and identify your key risk areas, proposed responses and make a plan for 
carrying out such responses. Stick to this plan!

Penalties for non-compliance will be hugely increased, but the ICO has confirmed that it 
does not intend to levy these fines early into the new regime. The key thing is 
demonstrating you are taking positive steps towards compliance (a carefully thought 
out and used plan will help with this) both ahead of and following 25 May 2018.
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+44 (0) 161 832 3434

How we can help

TrainingData Protection Audit

Reviewing contractsReviewing policies

We have worked with Kuits in a commercial capacity 
for a number of years now and have found them to be 
an integral part of our business. Always forward-
thinking in their approach, they're at least five steps 
ahead of where we need them to be, and take a 
proactive approach to advice that has been invaluable 
to our growth."
KELLY WHITE, CEO
Red Cow Media

“

We can work with you to provide a risk 
analysis of your data protection 

compliance, recommend key focus areas 
and steps to take to ensure compliance.

Our employment and commercial teams 
can review your contracts to ensure they 

reflect the requirements of the GDPR.

Our employment and commercial teams 
can review your policies to ensure they 
reflect the requirements of the GDPR.

We can provide training to your 
organisation in respect of the upcoming 
changes and practical steps to take to 

achieve compliance.

Call us today for a consultation
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Frequently Asked Questions

Will the GDPR affect me? 

Most likely, yes! The GDPR applies to all businesses and other entities who process the personal data of EU 
residents, regardless of their location, size or business activities. 

What about Brexit?

The GDPR will enter force before the UK leaves the EU. The government has already published the Data 
Protection Bill which contains very similar (if not more stringent) obligations to those set out in the GDPR. 

What fines could I be subject to for non-compliance? 

Fines can be imposed of up to €20 million or 4% of global turnover (whichever is greater); however, see 
below.

It doesn’t take effect until May 2018, why should I be worried about this now? 

The GDPR imposes substantial obligations on entities holding and/or dealing with personal data, many of 
which will take time to implement and may involve changes to your business policies and procedures and 
staff training. It is worth noting that the Information Commissioner has, in a recent blog post (see, https://
iconewsblog.org.uk/2017/08/09/gdpr-sorting-the-fact-from-the-fiction/), confirmed that they do not intend 
to issue huge fines immediately from 25 May 2018 and that account will be taken of the learning curve 
required. In addition, beginning to take steps now could place you in a better position on implementation 
of the GDPR.

What steps should I be taking now? 

See our Next Steps guidance on pages 4 and 5 of this booklet.

What about consent? 

The rules in respect of consent are changing. This means that you may not be able to rely on your current 
consents from 25 May 2018. Consent must be freely given, specific and informed – this means that pre-
ticked boxes or inactivity will no longer constitute valid consent.

Does this mean that I can no longer use the data I am currently holding from 25 May 
2018? 

No, there are a number of legal grounds for processing data in addition to consent. These include 
performance of a contract, a legal requirement and pursuance of a legitimate interest. If you do need to 
rely on consent as a ground to processing then consent can be refreshed ahead of 25 May 2018 (providing 
this is done in the correct way).

Do I need to appoint a Data Protection Officer (DPO)? 

The following entities need a DPO: (1) public bodies; (2) entities whose core activities involve the large-scale 
monitoring on a regular and systematic basis of personal data; and (3) entities whose core activities involve 
the processing of a large scale of sensitive personal data. Even if your business is not required to 
designate/employ a specific DPO, you will need to ensure responsibility is taken (whether by an individual 
or group of individuals) for GDPR compliance.
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